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Aeri Groupe cyber-terroriste individuel
eris A »
auto-radicalise sur le darknet digital
Mail / Jabber: Devops chez
Mastodon
Blog :
Conférences:
GPG:EFB7 4277 ECE4 E222
0TR:5769 616D 2D3D AC72 )
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HTTPS

o Mobilité : 36/4G ou Wifi

e MitM par le FAI (SFR, Bouygues, SwissCom...)
e |njection de contenu (companies aériennes.. .)
e Dictatures (Turquie, Egypte...)

o Surveillance de masse
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HTTPS

o Mobilité : 36/4G ou Wifi

e MitM par le FAI (SFR, Bouygues, SwissCom...)
e |njection de contenu (companies aériennes.. .)
e Dictatures (Turquie, Egypte...)

o Surveillance de masse

On nest plus dans le réseau « Bisounours » d'il ya10ans...

e DroidSheep
o SS5LStrip
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HTTP Strict Transport Security (HSTS)

RFC6797 (novembre 2012 €8)

S http --head https://imirhil.fr/ | grep AStrict-Transport-Security:
Strict-Transport-Security: max-age=31536000; \
includeSubDomains; preload;

En-téte HTTP = site HTTPS only
Conversion HTTP—HTTPS auto
« Trust On Firt Use » (TOFU)

Préchargement navigateurs
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HTTP Strict Transport Security (HSTS)

@ Pas/peu de risque de mise-en-place

o Marche arriere difficile, surtout si preload
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HTTP Strict Transport Security (HSTS)

@ Pas/peu de risque de mise-en-place

o Marche arriere difficile, surtout si preload
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Privacy error

. C' | A Not secure | b#rS://wikileaks.org

A7

1 to protect vour information. When Google Chrome tried to connect to

Ll UNTUES UG aliel i ) LL CNeden I:'.|‘-. " o'y | AN wner arl

r a Wi-Fi sign-in screen has interrupted the connection.
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31/08/2017 : detournement DNS de Wikileaks




HTTP Public Key Pinning (HPKP)

RFC 7469 (avril 2015)
S http --head https://imirhil.fr/ | grep "Public-Key-Pins:
Public-Key-Pins: max-age=5184000; \

pin-sha256="wdkD381QQzxE7gORpmN8VoalgX7YmPWwoueD9Iqawfg="; \
pin-sha256="EswdUzfH2N8sx6Nb4Vr9gamtNF5VWQxLWUGOgDIPVLw="

En-téte HTTP = certificat utilise
Epingle CA, intermédiaire ou final
« Trust On Firt Use » (TOFU)
Backup obligatoire
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HTTP Public Key Pinning (HPKP)

@ Pas/peu de risque de mise-en-place

e Retourarriere difficile
e Bien maitriser le rollover (erreur = injoignable)
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HTTP Public Key Pinning (HPKP)

@ Pas/peu de risque de mise-en-place

e Retourarriere difficile
e Bien maitriser le rollover (erreur = injoignable)

& (Tres) risqué (surunssite réel...)

e Répartition de charge / (DN
e |ncompréhension écosysteme X.509
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HTTP Public Key Pinning (HPKP)

@ Pas/peu de risque de mise-en-place

e Retourarriere difficile
e Bien maitriser le rollover (erreur = injoignable)

& (Tres) risqué (surunssite réel...)

e Répartition de charge / (DN
e |ncompréhension écosysteme X.509

e Reprendre e controle de la chaine de publication

13/46




&

Your connection is not private

Attackers might be trying to steal your information from www.smashingmagazine.com

(for example, passwords, messages, or credit cards).

21-25/10/2016 : erreur de déploiement Smash Magazine
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HPKP expiration : K days

HPKP : KO used + K1 backup |
|
D1-K DO D1 < DO+K
Manual rollover K1 compromised
Rollover

HPKP : K1 used + K2 backup | HPKP : K2 used + K3 backup

Visitors at D1 :
last visit < D1-K : HPKP expired, OK
D1-K < last visit < DO : HPKP in memory KO + K1, key in use K2, KO
DO < last visit : HPKP in memory K1 + K2, key in use K2, OK

You can rollover again with HPKP only at least K days after the last rollover !!!

Rollover




DNSSec

RFC4033 (mars 2005 &)
Signature cryptographique de la chaine DNS
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DNSSec

> ¢ dig imirhil.fr +dnssec +trace

: =<>> DiG 9.10.3-P4-Debian <<>> imirhil.fr +dnssec +trace
global options: +cmd
482017 IN NS a.root-servers.net.

: 482017 1IN RRSIG NS 8 0 518400 201708901050000 20178819040000 15768 . UBnghhnvvCHstU94
Rge09Hk8GSP/ujuTdPI/3mcUK2ZKb/HQFBQ55aeaF dsgBhS5QLxSFGLeTd4dXNl6GaMMellLardr3mFagELlEvHqrxumvOgCLksa dg4tZjbU975LTp moY
hkdvlz8RV/Tokyzn002skbaBI9TNjdfBoVcD29 AVvPNMKmlgV3Qam+KF1KOc30PGkVgLz3Ta91r1)+YvCg8IbHgLt2bFTX FaPXZnXcGB8vBB8aDjolvE
ovuReKTETKIhlahTJYgOpIPDNTLLrE@WkxIO Xd11GVYCRzxwFX7HsyQas/SJCpsH48P11J5EEQAsDgbHS5Z0DatEaRR1x OLyttw==

:3 Received 525 bytes from 127.0.0.1#53(127.0.08.1) in @ ms

fr. 1728860 1IN NS d.ext.nic.fr.

fr. 86400 IN DS 0392 8 2 BAETABS5D1604A1BABADBDEGIBAZC12142E4EDBECESAFCAE207901886 B2
DD2292

fr. 86400 IN DS 35095 8 2 23C6CAADCO9927EE98061F2B52C9B8BDAGB53F3F648F814A4AB6A0FAF9 8
43E2C4E

fr. 86400 IN RRSIG DS 8 1 86400 201709811700606 201708191600600 15768 . bl/AnC+AxeXinXnZe

I1M70w3cmS6I2k5w563550/4ZDT8ePTADEUOEXI 9BT34XSVpZi9gmnpgewTaMulU@eMKZVqREDQVuvzRIIXbuBUMWXDb6L] Ek2TIL/IKwW7NSE9@1yc
uallxTg/xMhPP5rj6600DIhx1lgTn7L1P2m18A SgD1b1Q2dNO1bYkbSSIbPqfv4065bETLhigwIGINLU7QQlYP2T]x8Zu®@ RnPztT/MKMRPSr2/NElon
+0Y+BwBFXnSEBLtXrOmwIwKTpJuFs7XvF7gD x6w30HuxZDeKv50RWAFyafIQKgteHHIG7 /0kIUYws LUYzmPt+XTk1ll1l4 YRaVvw==

:; Received 730 bytes from 192.58.128.30#53(j.root-servers.net) in 51 ms

umirhil. fr. 172880 1IN NS nssec.online.net.

umirhil. fr. 172880 1IN NS tatooine.imirhil. fr.

imirhil.fr. 172800 1IN DS 7480 8 2 66AFFDBA3AEOL1GAB1AT7OFB37AGBDO3153295309E8D156DBACB36A58 4B
357290

imirhil.fr. 172800 1IN RRSIG DS 8 2 172800 20171015063622 20170816063022 8235 fr. D+CRISH6tDv40pI

6jq3LAS9e5VrilyLckdzXMAzpvQdgcqPD4z2WHV7hN ysd4qc3UQXCT77gyYTuRL8eke7EDEW/ tDYmvQIgXVZCva4dbi9ThpzNFK® F28c8W14D1S2AQ12+
ZUS4N@ZADQ+vIuybStI9oXF17xQhrNdejue676N 5xg=
;; Received 318 bytes from 193.176.144.22&#53(e.ext.nic.fr) in 48 ms

umirhil.fr. 3680 IN A 163.172.46.173

umirhil.fr. 3600 IN RR51G A8 2 3600 20170901681048 201706818162922 45070 wmirhil.fr. DZ3Qhe8)p
8Tg6s9VYxpALlhquc8fIW+101LGOMAGO7HeAFdVIWKjCH4+S Yoy227vmUgJkMu@Vx9K37CBSOf leAvkKSV1i/LgdWBpOGWQzrRwv8XBg0 +AnfmBRWjbD
AAuWOWeXY4KURzE/g8F30YuaqVgjumAgDVC8VjAC]7gbQ zi0Q=

umirhil.fr. 604800 IN NS tatooine. imirhil. fr.

umirhil.fr. 604800 IN NS nssec.online.net.

umirhil.fr. 6048060 1IN RR5IG NS 8 2 604800 20170901060802 20178818042922 45878 imirhil.fr. cdwWyOt

NFBBTLMrUCiex7649zad4Zv5gonyQNRkYJumK2j98tqzF26ac+x QjkClsde2xyrOvH/kZVfTdfluiL7IDskT8F4fjqC00g8s96pSZ6WOTTT eR9GdcId
TuZkRRcGaeilCQkBEM3mh2yIzey5zhRchFK197ev1RzolIk7p cZQ=
;3 Received 832 bytes from 62.210.16.8#53(nssec.online.net) in 36 ms
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DNSSec

@ Pas/peu de risque de mise-en-place

e Fournit parle registre / OpenDNSSec
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DNSSec

@ Pas/peu de risque de mise-en-place

e Fournit parle registre / OpenDNSSec

€ Peu deploye

e Peu de support cté visiteur (FAI)
e faireles choses bien

o PKI/ stealth master DNS
o resolveur local
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DNSSec

& Lenfer (sur un site réel)

e Externalisation du DNS
e Pasd'infra de gestion clef privée
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DNSSec

& Lenfer (sur un site réel)

e Externalisation du DNS
e Pasd'infra de gestion clef privée

e Probleme du support coteé utilisateur
e 31/08/2017 : détournement DNS Wikileaks
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DANE/TLSA

RFC6698 (aolit 2012 @), nécessite DNSSec
Comme HPKP. mais version DNS (plus TOFU, pas que HTTPS)

S dig TLSA 443, tcp.imirhil.fr +short
1 1 2 16acc40419cef98984bf<snip>41f685c53e4911341451

o [sage:

o 0/PKIX-TA = CA+X.509, 1/PKIX-EE = cert + X.509

o 2/DANETA = (A, 3/DANE-EE = cert (% autosigné ")
o Sélecteur:0=cert,1=clef publique
e (orrespondance: 0 = complet, 1 = SHA-256, 2 = SHA-512
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DANE/TLSA

e Bien maitriser

e faci
e fac

eme
eme

Nt cor

@ Pas derisque de mise-en-place

e rollover (erreur = injoignable)

rigeable (minus TTL)

t révocable (minus TTL)

€ Peu deploye

e DNSSec...
e Pas/peu/plus de support coté navigateur
o extension Firefox (< v57)
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DANE/TLSA

& Risqué (surunsite réel.. .)

e Répartition de charge / (DN
e |ncompréhension écosysteme X.509
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DANE/TLSA

& Risqué (surunsite réel.. .)

e Répartition de charge / (DN
e |ncompréhension écosysteme X.509

Devrait etre en prod dans un mois

e Probleme du support coté utilisateur
o Reprise de controle de [a chaine de publication
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Sub-Resource Integrity (SRI)

W3( Candidate recommendation (novembre 2015)
W3( Proposed recommendation (mai 2016)
W3( Recommendation (juin 2016)

"stylesheet” "https://cdn.example.com/style.css”
integrity="sha384-+/M6kredJcxdsqkczBUjMLvqyHb1K/
JThDXWsBVxMEeZHEaMKEOEct339VItX1zB">
"https://exemple.com/exemple-framework. js"
integrity="sha384-oqVuAfXRKap7fdgcCY5uykM6+R9GqQ
8K/uxy9rx7HNQLGYL1kPzQholwx4JwY8wC"

e (MitM)

Evite les modifications ala vo
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Sub-Resource Integrity (SRI)

@ Pas derisque de mise-en-place
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Sub-Resource Integrity (SRI)

@ Pas derisque de mise-en-place
& Risqué (surunsite réel.. .)

e Répartition de charge / (DN
e Pas de maitrise des ressources
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Sub-Resource Integrity (SRI)

@ Pas derisque de mise-en-place
& Risqué (surunsite réel.. .)

e Répartition de charge / (DN
e Pas de maitrise des ressources

e Reprendre le controle de la chaine de publication
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Content Security Policy (CSP)

W3C
W3C
W3C
W3C
W3C

S http --head https://imirhil.fr/ | grep ~Content-Security-Policy:

vl1 (andidate Recomme
vI2 (andidate Recomme

ndation (novembre 2012 @)

ndation (février 2015)

vI2 Proposed Recommendation (novembre 2016)
vI2 Recommendation (décembre 2016)
vI3 Working Draft (septembre 2016)

Content-Security-Policy: default-src 'none'; style-src 'self’;
script-src 'self'; img-src 'self'; font-src 'self';

Indique ce qui est chargeable dans la page, et a partir dou
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Content Security Policy (CSP)

Contenu Origine

o default-src ® none

® img-src o self

o style-src e unsafe-inline
o script-src e unsafe-eval
o font-src o data:

e media-src e hostname

e connect-src
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Content Security Policy (CSP)

@ Peu derisque de mise-en-place

o JS&(SSinline
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Content Security Policy (CSP)

@ Peu derisque de mise-en-place

o JS&(SSinline

& Risqué (surunsite réel.. .)

e Répartition de charge / (DN
e Pas de maitrise des ressources
o @ Publicité, tracking. ..
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€) Content Security Policy: Les parameétres de la page ont empéché le chargement d'une ressource a
data:image/png;base6d,iVBORwWOKG (« img-src https://www.pornhub.com * »

Lost U

Hease enter

t iTicl

e ’

18/06/2017 : PornHub 34/ 46




Misc

Frames @

Content-Security-Policy: frame-ancestors 'none'
X-Frame-Options: DENY

(ross-origin Resource Sharing (CORS) @

Access-Control-Allow-0Origin: <origin>

Cookies @ / A

Set-Cookie: Foo=Bar; Path=/; Secure; HttpOnly

Content type options @

X-Content-Type-Options: nosniff
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Divers

Referer @ / A\

Referrer-Policy: same-origin

"Referrer-Policy”
content="no-referrer, strict-origin-when-cross-origin">

XSS Protection @

X-XSS-Protection: 1; mode=block
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Recommandations Mozilla

Securty |, | Implementation
- .
Benefit Difficulty

HTTPS m m Mandatory Sit ) fior all communications
TLS Configuration m m Mandatory L : g ur user base, typically intermediate
s Loading m LOW Mandatory for all websites Both passive and acthve resources should be loaded through pire & using TLS, such as HTTPS
Redirections from HTTP m LOW : Mandatory Websites must redirect to HTTPS, APl endpoints should disable HTTP entirely

Strict Transpot Security LOW 2 Mandatory for all websites Minimum allowed time period of slx months

Guidelme $ Order! Requrements Motes

g-Frame-Options LOW Mandatory for all websites

-&ite Request Fo "y Tokenization LINEMOANM

m Mandatory for all rew websites

wmmended for existing websites
X-Content-Type-Options : Recommended for all welbsi

Mandatory for all new Mozilla websites , , , . )
contribute.json Mozilla sites showd serve contribute json and keep contact information up-to-date

Recommended for existing Mozilla sites

Mandatory for new websites

- _ - Viandatory for new websites . . . -

Content Security Policy _ ’ . Dizabling inline script is the greatest concern for C5P implementation
Recommended for existing websites

origin Resource Sharing Mandatory Origin sharing headers and files should not be present, except for specific use cases

Referrer Policy . Recommended for all websites Improves privacy for users, prevents the leaking of internal URLs via Referer header

-Profection Maniual testing should be done for existing websites, prior to implementation

robots.bit Optiona Websltes that Implement robots.ta must use it only for noted purposes

Subresource Integrity 5 Recommend E-rlI * Only tor websites that load |avaScript or stylesh

Fublic Ky Pinning - Mandatory for maximum risk sites only |Not recormmended for most sites
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Recommandations Mozilla

0
0
0
0
0
0
0
0
0
0
LL]
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Recommandations Mozilla
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Conclusion

Futures technos sécurité = enfer dans le web actuel

e Perte de controle du contenu

o (DN
o (ontenus tiers

o Perte de controle de [a technique

o Externalisation
o (Non) formation
o (Non) accompagnement
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Le Figaro

dig NS lefigaro.fr +short
dns2.sdv.fr.

dnsl.sdv.fr.

dig NS fi1g.fr +short
ns3.nameshield.net.
obs.ns1.fr.
ns2.observatoiredesmarques.fr.

Avec mise en cache [ savoir plus]
Type ETE Transfert

45 |s 2 233,87 Ko 759,02 Ko

84 images 840,03 Ko 809,08 Ko

7 html 506,96 Ko 101,73 Ko

9 fonts 183,27 Ko 183,27 Ko

6 xhr 58,53 Ko 15,56 Ko

4 other 23,58 Ko 6,90 Ko

Temps
7.31s
16,28 s
0,69 s
1,86 s
091s
0,71 s

Reponses mises en cache : 0
Nombre de requétes : 155
Taille : 3 846,24 Ko

Taille du transfert : 1 875,56 Ko
Dureée : 27,77 secondes
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lefigaro.fr (D. E| G Vo S <ﬂ

Tout g T EM Plugin Script XHR JEENE Autre
Domaine de la page -

lefigaro.fr
bourse.|efigaro.fr
plus.lefigaro.fr
sport24.lefigaro.fr
tvmag.lefigaro.fr

www.lefigaro.fr

basilic.io

foglio.basilic.io

cloudflare.com

cdnjs.cloudflare.com
d3utgaucctw1fm.cloudfront.net

flg.fr
a.flgfr
1.f1g.fr

facebook.com

www.facebook.com

facebook.net

connect.facebook net




lefigaro.fr (_l_’i El. G: ! S <ﬁ

|[1|{ Cookie EM Plugin Script XHR RFeluld Autre

google.com

www.google.com
google.fr

www.google. fr
ajax.googleapis.com
fonts.googleapis.com
kxcdn.com
actorssl-5637.kxcdn.com
leguide.com
cimg.leguide.com

csimg.leguide.com

shoppingbox.|eguide com

zebestof.com

cdn.zebestof com

adnxs.com
acdn.adnxs.com

1b.adnxs.com

chartbeat.com




lefigaro.fr (!_\ El. G Vo 4 S <ﬁ

|[11{ Cookie EM Plugin Script XHR RFeluld Autre

beacon.krxd net 2 2

cdn.krxd.net 8

newrelic.com
Js-agent.newrelic.com
nxtck.com

outbrain.com

amplifypixel.outbrain.com

images.outbrain.com

log.outbrain.com

odb.outbrain.com

widgets.outbrain.com

scorecardresearch.com

sb.scorecardresearch.com

taboola.com

trc.taboola.com

weborama.fr

cstatic.weborama.fr

Xiti.com

logc111.ati.com
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Certificate exchanged. Reason to be careful! (tweetdeck.twitter.com)

Alert: Hostname has changed. Take a look if that's okay.
Waming: This certificate wasn't due yet. If this site regularly uses more than one certificate, you may want to activate the 'CA only' option in the

details.
Old Certification Hierarchy: .
View Old Certificate
New Certification Hierarchy:
View New Certificate

Issued To:

Common Name (CN):

Urganization (O): Twitter, Inc.

Organizational Unit (OU):

MD5 Fngerprint:

SHAl RAngerprint:

SHAZ30 Hngerprint:
Validity:

Issued On:

Expires On:

atored Since: 2015-09-05 23:52:38 (715 days ago)
Apparently Issued By:

Common Name (CN): DigiCert SHA2 High Assurance Server CA

Organization (0): DigiCert Inc

Urganizational Unit (OU): www.digicert.com "

Too many pop-ups? Try checking authority only for this domain

Ilgnore this website Heject Accept

Twitter
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Question ?
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